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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.824.
2
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(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

(For changes against a draft TS/TR, a pseudo CR - a.k.a. pCR - will be provided using this Tdoc template. In this case, the number, name and version of the draft TS/TR used as base must be provided and the version must be the latest available version of the draft TS/TR.)

<Examples of references, please delete when you have inserted your actual references:

[1]
3GPP TS 32.500 SON Concepts and Requirements

[2]
3GPP TS 99.999 This example has a very long name, because then we can see how thi References paragraph will handle paragraphs spanning more than one line.

[3]
3GPP TS 99.999 Title of the document

[4]
S5-991234, CR 32.999 v10.1.1, Inverting architecture of SON

[5]
S5-100001, Agenda, 3GPP SA5#69 Comment
>

3
Rationale


1. The MT part of the false IAB node acts as a legitimate UE register with 3GPP core networking.
2. The victim UE may be attracted to the false IAB node. The victim UE use 5G-GUTI or SUCI register with 3GPP core networking through false IAB node. 3GPP core networking cannot know whether the registration message is sent by UE or MT part of the false IAB node.
3. The false IAB node can transports security protected messages between UE and the network without any modification while altering and/or injecting unprotected messages.
This contribution proposes a proposal for the key issue of IAB network. 

4
Detailed proposal

*************** Start of Change ****************

5.4.X
Key Issue #4.X: < Protection against Man-in-the-Middle false IAB node attacks>

5.4.X.1
Key issue details
An IAB-node acting as a MT connects to an IAB-donor at startup in the IAB architecture. The MT part of the IAB node acts as a UE towards the IAB-donor.

Figure 1 Man-in-the-Middle false IAB node attacks
If a false IAB-node acting as a MT is authenticated by the 3GPP network, a victim UE may be attracted to the false IAB node. The MitM false IAB node can transports security protected messages between the victim UE and the network without any modification while altering and/or injecting unprotected messages.
5.4.X.2
Threat description
A MitM false IAB node may force a IAB-node (or UE) to camp on to it by passing all the message on between the IAB-node (or UE) and real base station. It may then deny the UE service, e.g. reject or drop service request, not pass on paging messages etc.
5.4.X.3
Potential security requirements



The 5G system shall support protection mechanism against Man-in-the-Middle false IAB node attacks.
*************** End of Change ****************
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This reference actually contains a hyperlink to the document. This is very convenient to readers.





